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EMOS WebCentre - Installation and Configuration Instructions

Introduction

The WPM Web Payment Module interfaces the WebCentre with WPM Card Payment Gateway allowing authenticated
users to credit their Pharos Account using Credit and Debit card on-line payments.

WebCentre Payment Process

The following steps details the process of crediting a Pharos account from the WebCentre.

1. WebCentre Logon

A user logs on to the WebCentre web pages and is authenticated against the Pharos Database. The Pharos Database
may also authenticate the user details against another store (LDAP, Active Directory, NDS etc)

2. Select Amount

User selects the Web Credit hyperlink and is prompted to select the amount of credit to purchase from a pre-defined list of
available amounts.

3. Audit Trial Start
The WebCentre creates a new Audit Trail database record containing:

Unique Transaction Reference
User Id
Student ID (Optional)
Date/Time
Amount

= Status = pending
4. Confirmation

User confirms the amount.
5. POST to Payment Gateway

The Web Centre builds a HTTP Post form and forwards the user to the WPM Payment Gateway with the following HTTP
POST variables.

Amount — The amount to credit

Networkusername — The Pharos User ID

Studentid — The (optional) Student ID

Transactionreference — The Unique Transaction Reference

Postbackurl — The URL of the WebCentre Successful Transaction Page
= Cancelurl - The URL of the WebCentre Failed Transaction Page

6. Collection and Processing of Card Payments

The WPM Payment Gateway collects, authenticates and clears the Credit/Debit Card details.

7. Status Return

The WPM Payment Gateway returns the user to either the Postbackurl on a successful payment or the Cancelur/ on a
failed payment. The following HTTP Post variables are posted:

Amount
Networkusername
Studentid
Transactionreference
Success

© EMOS Information Systems Ltd. 2001- 2008. All Rights Reserved. Page 2 of 6



EMOS WebCentre - Installation and Configuration Instructions
8. Validation

The Audit Trail record is retrieved from the database — created in step 3 — using the Transactionreference. If no record
exists an error is displayed to the user.

The WebCentre validates the source network address of the post against the configured WPM Payment Gateway
address. If they do not match an error is displayed.

The WebCentre validates the Networkusername and Amount against the Audit Trail record. If they do not match an error
is displayed to the user.

The WebCentre validates that the transaction has not already been completed.
9. Post Credit to Pharos

The WebCentre checks the Success variable. If the Credit/Debit card cleared, the credit is posted to the Pharos Database
and the user is presented with their new account balance. If the clearing failed a message is displayed to the user.

10. Compete Audit Trail

The WebCentre updates the Audit Trail record with the status of the transaction.
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Installation

The WPM Web Credit module is included as part of the WebCentre (V2.4) installation package. If selected as a Web
Credit module during the installation of the WebCentre a WPM Web Credit Config link will be shown on the WebCentre
pages when logged in to the WebCentre as an Administrator.

Alternatively, it can be enabled after installation by setting the following registry key to ‘True’ and restarting the IIS server
hosting the WebCentre.

HKEY_LOCAL_MACHINE\Software\Emos\Common\WPM\Installed

The WPM Web Credit Audit Table
A new table must be created within the Pharos SQL Server Database to hold the WPM Web Credit Audit records.

Execute the following SQL script against the Pharos Database using an SQL Client

USEpharos
GO
IF NOT EXISTS (SELECT * FROMlbo . sysobjects WHERE =
OBJECT_ID( N[dbo].[tp_emos_le_audit]' ) AND OBJECTPROPERTYd , N'IsUserTable' ) =1)
BEGIN
CREATETABLE[dbo] . [tp_emos_le audit] (
[trx] [varchar] (50) NOT NULL,
[date] [datetime] NOT NULL,
[user_id] [varchar] (50) NOT NULL,
[student_id] [varchar] (50) NULL,
[amount] [money] NOT NULL,
[success] [varchar] (50) NULL,
[credit_exception] [varchar] (1024) NULL,
CONSTRAINTPK tp_emos_le_audit] PRIMARY KEY CLUSTERED
(
[trx] ASC
)
)
END
GO

This script can be fould in the WebCentre installation directory: tp_emos_le_audit.sql.

WPM Web Credit Configuration

The following settings configure the WPM Web Credit Module. These settings can be changed from the WebCentre WPM
Web Credit Config web page when logged in as an Administrator or from the Windows Registry.

Web Credit Enabled

Registry Key: HKEY_LOCAL_MACHINE\Software\Emos\WPM\Enabled
Values: True / False
Default: False

Enables the user access level hyperlink: Web Credit.

Enables the cashier access level hyperlink: Web Credit Audit. This allows cashiers to view users Web Credit audit
records.

NOTE: The link text for the above can be customized in the Prompt.xml file stored in the installation directory
of the WebCentre — See WebCentre Installation and Configuration  for more details

Currency Char

Registry Key: HKEY_LOCAL_MACHINE\Software\Emos\WPM\CurrencyChar
Values: String
Default: £
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The character to prefix the amount of credit with.

URL

Registry Key: HKEY_LOCAL_MACHINE\Software\Emos\WPM\Url
Values: String (Url)

Default: https://wpm-payment-server/testarea/smartcard/default.asp

The - site specific — WPM Card Payment Gateway URL.

Post Back URL

Registry Key: HKEY_LOCAL_MACHINE\Software\Emos\WPM\PostBackUrl
Values: String (Url)
Default: http://webcentre-server/WebCentre/leResponse.aspx

The URL of the WebCentre WPM Post Back page. This URL must be resolvable by the WPM Card Payment Gateway
server.

It is the base WebCentre address followed by ‘/leRepsonse.aspx’

Cancel Back URL

Registry Key: HKEY_LOCAL_MACHINE\Software\Emos\WPM\CancelUrl
Values: String (Url)
Default: http://webcentre-server/WebCentre/leResponse.aspx

The URL of the WebCentre WPM Cancel Back page. This URL must be resolvable by the WPM Card Payment Gateway
server.

It is the base WebCentre address followed by ‘/leRepsonse.aspx’. It is the same URL as the Post Back URL.

Product Values

Registry Key: HKEY_LOCAL_MACHINE\Software\Emos\WPM\Values
Values: String (List)
Default: 5,10,20,50

A comma separated list of monetary values. The user is restricted to selecting an amount from this list.

Post Back Address

Registry Key: HKEY_LOCAL_MACHINE\Software\Emos\WPM\PostBackAddress
Values: String (IP Address)
Default: WPM payment server address

The IP Address of the server where the WPM Post back originates. This is used by the WebCentre to validate that post
backs originated from the WPM Server. It may or may not be the same sever as the WPM Card Payment Gateway.

Cashier Web Credit Audit

Once the WPM module is enabled, cashiers logged into the WebCentre can view the WPM Web Credit Audit records by
date range and/or user ID.

The Audit Trail record contains:

Emos Trx
The Unique Transaction Reference of the Web Credit.

Date/Time
The date and time the web credit transaction began.
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User ID
The User Id of the user (Pharos ID)

Student ID
The (optional) Student ID of the user

Amount
The amount of the transaction

Status

The status of the transaction. Valid statuses are:

Pending The user was passed to the WPM Card Payment Gateway but
they gateway has yet to respond. No credit has been made
yet.

Expired The user was passed to the WPM Card Payment Gateway but
the gateway did not respond within 1 hour. This is most likely
because the use did not complete the transaction and
browsed away from the Gateway pages.

Y The WPM Card Payment Gateway authorised the transaction
and the Pharos account credited.

N The WPM Card Payment Gateway did not authorise the
transaction. No credit was made.

Error An error occurred when validating the returned data from the
WPM Card Payment Gateway.
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